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NOKIA Page 1078) fppr NOKIA Page 8(16) Approved 3.0
e o COMPANY CONFIDENTIAL NQY00067-EN

Nokia Supplier Requirements
3.5 Security Procedure(s)

The Supplier shall have a documented and implemented Security Procedure(s) covering buildings,
employees, documents and data systems. The Supplier shall be able to provide evidence of the
effectiveness of the procedure(s). .

3.6 Access Control

The Supplier shall have access control by means of controlled key cards, code locks, etc. to areas where
new developments are taking place or where Nokia confidential information is stored.

NOTE: This is not a requirement for standard component manufacturers where no Nokia confidential
. . R information is supplied.
Nokia Supplier Requirements
Global directive 3.7 Confidentiality Agreement
All employees of the Supplier are subject to the provisions of a Confidentiality Agreement, either
separately or as a part of the work contract. Employees shall be aware of the meaning of the agreement in

Owner: NMP: Veikko Laurila, NET: Aarni Soininen, ORS: Pdivi Kujansuu !
Scope: General requirements for Nokia suppliers practice.
riginator N M
gtagtusa:xo Af;gged 3.8 Document and Data Safety -
Document ID: NQY00067 The Supplier shall have a system such as fireproof cabinets for documents, computer virus scan provisions,
Location: PC Process Library/DocLib electronic files backup, which shall be stored in a separate building. The Supplier shall take actions to
X . X . . X prevent breaches of security including the integrity of documents and data systems by providing lockable
Confidentiality This document is Company Confidential. It is to be delivered to Nokia Suppliers after document cabinets, computer user Id's and passwords, “firewalls”, etc.

NDA or other confidentiality agreement is signed between Nokia and Supplier.
Suppliers are to treat this document as confidential Nokia material and distribute it

. ) ] 3.9 Information and Communication Infrastructure and Security
only in their organisation and on need to know basis.

Workstations and Servers connected to Nokia infrastructure have to comply with Nokia Security and

Change History Network Architecture Requirements. Similar requirements may apply when Supplier is storing sensitive
Nokia material in their systems or premises. Nokia shall have the right to assess Supplier's infrastructure,
Issue Date Handled by Comments equipment and premises to verify this compliance.

4 Product Liability

This chapter describes the requirements for Product Liability and the appropriate precautions needed to
ensure the necessary level of awareness, and to avoid injuries to persons due to Product malfunction or

Approved by failure.
2003-01-17 Veikko Laurila
2003-01-31 Aarni Soininen 4.1 Product Liability Procedure
2003-01-20 Paivi Kujansuu

The Supplier shall have a documented Product Liability Procedure including recall process and clearly
defined liability related responsibilities.

4.2 Liability Protection

The Supplier shall take necessary steps, from product development to tinai test, to protect against futu:«
Product Liability actions. Non-hazardous and safe materials and compo - ents shal' be useg .« s .
~# soproval uhtained from applicable authorities (e.q. CE
Nokia Supplier Requirements v 3.0 Copyright © Nokia Corporation 2003

NUKis supphier Keguirements v 3.0 opynght © Nokia Corporatior ¢

12
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Awareness (@Al OIAIT D)

Training (E&, A 5)

Education ()

- to focus attention on security
AEES/BoH) A s /8 E, 38
S/ECH F=2E JIS0I=E HEAZ

--- to produce relevant and needed
security skills and competency

AEES /B0 &5 2 H2E £35t= [
off st 2&E D) 'l s22 JHKIA &

—

Education

> %
o

il

M

-+ to integrate all (security skills and
competencies) into a common body of
knowledge, adding a multidisciplinary
study of concepts, issues, and principles
ZAE Y 8F 202 g, 014, &cel
ol etE52 S0t EEES/Eot D=1
=2 otue XAaMAZ 28 A

Training

Awareness

The Security Learning Continuum
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High Awareness # into action

- ‘Lo O &l IHH% el D*ﬂf SZ 2 AtgotAl &1
QF gt MASOZ otA e 1M 3& 18F

 Dear children, let us not love with words or tongue but
with actions and in truth. 1 John. Chapter 3. 18
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God!

grant me the serenity to accept the things | can not change;
Courage to change the things | can;
And wisdom to know the difference

‘D= oUS Hal AlH|7} 210] St2b
“In everything you do, stay away from complaining and arguing”
“So that no one can speak a word of blame against you...”

- WRlEA] 2% 143 -
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