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What is a measurement or metric?

 The term metric is used for an individual
measurement, which may be represented by a
single number, a list, table or chart.

O A group of metrics is used to build a report, usually
with supporting text.
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Why needed?

Famous saying and truths about measurement

If you don’'t measure it, you can’t manage it

If you don’'t measure it, you can’t improve it

If you don’'t measure it, you probably don’t care
If you can't influence it, then don’t measure it
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ISO 27001 requirements

4.2.2 Implement and operate the ISMS

C) Define how to measure the effectiveness of the selected controls or groups of
controls and specify how these measurements are to be used to assess control
effectiveness to produce comparable and reproducible results (see 4.2.3 C)

4.2.3 Monitor and review the ISMS

b) Undertake regular reviews of the effectiveness of the ISMS (including meeting ISMS
policy and objectives, and review of security controls) taking into account results of
security audits, incidents, results from effectiveness measurements suggestions and
feedback from all interested parties.

C) Measure the effectiveness of controls to verify that security requirements have
been met
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Types of metrics

a

Reactive metrics show what has
happened, particularly from the
predominantly reactive processes
or controls, such as incident
management.

Proactive metrics give advance
warning of events that if left
unmanaged could impact the
service

Forward schedule metrics show
planned activities, i.e. those
activities that are not just
predictable but which are
intentional.

@ [ Maximum tokens

- Security token usage and planned increases
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Types of metrics

0 Metrics independent on other
processes
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Design guidelines

Defined Risks

Security policy

B Control objective

A 4

Success factors or

Specific control objective A "=

Measurement 1

Measurement N

Top-down

Success factors or

Specific control objectives Z

A 4

Measurement 1

Measurement N

Data source

Records
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Implementation procedure

Risk
assessment New Control

process

y
Establishing and
implanting ~ fTTTTTToTTooTTooTToooooomoooes
risk treatment plan

New measurement &=

Risk treatment plan
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Definition of Measurement
gathering method | _____________________________ » [
(o Manual implementation plan

or automation)

No

Implementation of | ______________________ Measurement pool
The gathering method

< end >\> Reporting
process
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Reporting process
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Sample measurement

Risk

Risk ID: R20060316-0001, Very High(9)
“SQL injections & D2 Il M8 RF°| &

DQ_

Selected controls

A.12.2.1 Input data validation
A.12.5.1 Change control procedures

Control objectives

Data input to applications shall be validated to ensure that this data is
correct and appropriate

The implementation of changes shall be controlled by the use of formal
change control procedure

Success factors
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Sample measurement- cont’
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