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“Prepare for the worst, don’t hope for the best!”
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2 of- Big lessons from Small Disruptions
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Benefits of BS 25999

« Resilience (Et&4)
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Benefits of BS 25999

* Business improvement
« Reputation

« Competitive advantage
* Frame work

« Compliance

Cost Savings
Insurance
Supply chain
Applicability

Common language
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The BCM Lifecycle

Embedding BCM in the
organizational culture

Understanding the organization

Determining BCM Strategy

Exercising, maintaining and

reviewing

Developing and implementing
BCM response

-

programme management
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Accountability for BCM

Health and safety?

Board?

Company owner?
bary Risk?

Quality?
Facilities?
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Who is responsible?

Defining scope, roles and responsibilities
Appointing the BCM manager and team
Keeping BCM programme current
Promoting BCM across the organization
Promoting BCM outside the organization
Administering the exercise programme
Co-ordinating review of BCM capability
Maintaining BCM documentation

Monitoring performance of the BC capability
Managing costs of the programme

Change management and succession planning
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The BCM Lifecycle

Excercising
' programme management

— scm |
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Stakeholders

Your stakeholders Their interests
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Understanding the Organization

Scope, policy,
stakeholders,
regulatory

Establish MTPoD for
each activity

Define method for
—>» determining impact —»
of disruption

Identify key products
and services

Identify activities that

Identify impacts from support key product <

disruption to activities

and services

entify critica

activities according to >
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Understanding the Organization

dependencies Determine B et recovery time
P g arrangements for objectives for critical
relevant to critical xternal bartic e

Identify impact of Define and document Estimate resources
threat to critical method for risk required to recover
activities assessment each critical activit

Determine choices

for critical activities
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Determining BCM strategy

L in the orgq 8

scm |

programme management
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BCM strategies for...

« people (7.3)

e premises (7.4)

« technology (7.5)
 Information (7.6)
« supplies (7.7)

« stakeholders (7.8)
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Selecting strategies: some criteria

» Costs of implementing strategies
« Consequences of doing nothing

« Maximum tolerable period of disruption for key
products and services
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Developing & implementing BCM response
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Four categories of action

Confirm the nature and extent of the incident

Take control; coordinate response to the incident
Communicate with stakeholders

Restore the organization’s activities
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Incident timeline

Within minutes to hours:
Staff and visitors accounted for
Casualties dealt with Damage
containment/ limitation
Damage assessment
Invocation of BCP

Timeline

Within weeks to months:
Damage repair/replacement
Relocation to permanent
place of work

Recovery of costs from
insurers

ent respon

Within minutes to days:
Contact staff, customers, .
suppliers, etc. fresumption = back-to-normal
Recovery of critical

business processes
Rebuild lost work-in-
progress
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Plans: IMP and BCP contents

 Incident Management Plan

= |nitial response

= Emergency contacts

= People activities (welfare)

= Media response

= Stakeholder management

= Meeting location (command centre)
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Plans: IMP and BCP contents

« Business Continuity Plan
= Actions to be taken

= Resource requirements (people, premises, technology
etc.)

= Responsibilities
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Exercising, maintaining and reviewing

e

programme management

Developing
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['ypes of exercise
Complexity Exercise Process Good practice Benefits Limitations
frequency
Simple Desk check Review/amendment of BCP | At least annually Speed, lack of Less likely to
Chall tent of BCP disruption. Few build competence
allenge content o resources required. |or test processes.
Annually
Medium Walk-through of plan  [Challenge content of BCP  JAnnually Speed, lack of As above; may
disruption. Few not present
resources required. [realistic
Checks end-to-end |challenges.
Simulation Use “artificial” situation to processes.
validate that BCP(s) contain
%?g?risa?ig/natgdeigggem Annually or twice Checks plans more |Uses more
yearly thoroughly. resources.
successiul recovery. Artificial situation.
Uses more
Exercise critical Invocation in a controlled ) resources.
activities situation that does not Annually or less Likely to present Only checks
jeopardise business as authentic situations | activities
usual. and problems. Allows | perceived as
business to continue. |critical.
Complex Exercise full BCP, Building/campus/exclusion [Annually or less The most thorough | Highly disruptive.
including incident zone-wide exercise. form of exercise. Will | High resource
management build competence use.
and validate plans.
[ oV o Y )
P~ bt ™
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Maintaining BCM

« Aim of maintenance is to ensure the organization’s
competence and capability remain effective

« BCM arrangement must be maintained — just like
any other organizational resource or operation

« Any organizational change may result in changes
to BCM arrangements
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What is culture?

“The way we do things round here”
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A BCM culture

‘Characteristics of a BCM culture Your organization

BCM as part of the organization’s core values

BCM is reflected in management processes

All staff are aware of the importance of BCM

Appropriate skills are developed in staff
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2002 O| & 2002 2003 Nov 2006

Good Practice Guidelines DPC
Best )
Practice BCI | PAS 56
KS « ISO «-—-—-—-—-=-—-——-—-—--
? ? Nov 2007
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« Understanding BS 25999 — 1 day
(Bi-yearly: March , August 2008)

* Implementing BS 25999 — 2 days
(Bi-yearly: April, September 2008)

« BS 25999 Lead auditor course — 5 days
(Bi-yearly: May, October 2008)
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Conclusion
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